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Security	
  Issues	
  in	
  Cyber-­‐Physical	
  Systems	
  

•  IntegraKon	
  of	
  IT	
  infrastructure	
  with	
  industrial	
  control	
  systems	
  
has	
  exposed	
  a	
  closed	
  network	
  of	
  systems	
  to	
  the	
  publicly	
  
accessible	
  network:	
  
–  Cost	
  and	
  performance	
  benefits,	
  
–  Vulnerable	
  to	
  security	
  risks	
  and	
  threats.	
  

•  ConvenKonal	
  IT	
  soluKons	
  to	
  security	
  can	
  not	
  be	
  directly	
  
applied.	
  
–  Security	
  objecKves	
  
–  Security	
  architecture	
  
–  Quality-­‐of-­‐service	
  requirement	
  

•  Reliability	
  and	
  robustness	
  in	
  a	
  relaKvely	
  isolated	
  control	
  
system	
  vs.	
  resilience	
  and	
  security	
  in	
  an	
  integrated	
  and	
  open	
  
system.	
  



WASHINGTON	
  -­‐-­‐	
  Cyberspies	
  have	
  penetrated	
  the	
  U.S.	
  electrical	
  grid	
  and	
  leZ	
  behind	
  soZware	
  
programs	
  that	
  could	
  be	
  used	
  to	
  disrupt	
  the	
  system,	
  according	
  to	
  current	
  and	
  former	
  naKonal-­‐
security	
  officials.	
  

The	
  spies	
  came	
  from	
  China,	
  Russia	
  and	
  other	
  countries,	
  these	
  officials	
  said,	
  and	
  were	
  believed	
  to	
  
be	
  on	
  a	
  mission	
  to	
  navigate	
  the	
  U.S.	
  electrical	
  system	
  and	
  its	
  controls.	
  The	
  intruders	
  haven't	
  
sought	
  to	
  damage	
  the	
  power	
  grid	
  or	
  other	
  key	
  infrastructure,	
  but	
  officials	
  warned	
  they	
  could	
  try	
  
during	
  a	
  crisis	
  or	
  war.	
  



Cyber	
  Incident	
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  Power	
  
Plant	
  Shutdown	
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  Brian	
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PMA	
  nuclear	
  power	
  plant	
  in	
  Georgia	
  was	
  recently	
  forced	
  into	
  an	
  emergency	
  
shutdown	
  for	
  48	
  hours	
  aLer	
  a	
  soLware	
  update	
  was	
  installed	
  on	
  a	
  single	
  computer.	
  

The	
  incident	
  occurred	
  on	
  March	
  7	
  at	
  Unit	
  2	
  of	
  the	
  Hatch	
  nuclear	
  power	
  plant	
  near	
  
Baxley,	
  Georgia.	
  The	
  trouble	
  started	
  aLer	
  an	
  engineer	
  from	
  Southern	
  Company,	
  
which	
  manages	
  the	
  technology	
  operaRons	
  for	
  the	
  plant,	
  installed	
  a	
  soLware	
  
update	
  on	
  a	
  computer	
  operaRng	
  on	
  the	
  plant's	
  business	
  network.	
  



Siemens:	
  Stuxnet	
  worm	
  hit	
  industrial	
  systems	
  
Robert	
  McMillan	
  
September	
  14,	
  2010	
  

A	
  sophisKcated	
  worm	
  designed	
  to	
  steal	
  industrial	
  secrets	
  and	
  disrupt	
  
operaKons	
  has	
  infected	
  at	
  least	
  14	
  plants,	
  according	
  to	
  Siemens.	
  	
  
Called	
  Stuxnet,	
  the	
  worm	
  was	
  discovered	
  in	
  July	
  when	
  researchers	
  at	
  
VirusBlokAda	
  found	
  it	
  on	
  computers	
  in	
  Iran.	
  It	
  is	
  one	
  of	
  the	
  most	
  
sophisKcated	
  and	
  unusual	
  pieces	
  of	
  malicious	
  soZware	
  ever	
  created	
  -­‐-­‐	
  the	
  
worm	
  leveraged	
  a	
  previously	
  unknown	
  Windows	
  vulnerability	
  (now	
  
patched)	
  that	
  allowed	
  it	
  to	
  spread	
  from	
  computer	
  to	
  computer,	
  typically	
  
via	
  USB	
  sKcks.	
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Physical	
  Layer	
  

Control	
  Layer	
  

CommunicaKon	
  Layer	
  

Network	
  Layer	
  

Supervisory	
  Layer	
  

Management	
  Layer	
  

Cyber	
  

Physical	
  

Human	
  

H-­‐infinity	
  robust	
  control,	
  
adapKve	
  control,	
  fault-­‐
tolerant	
  control	
  

IDS/IPS	
  configuraKon	
  and	
  
defense	
  mechanism,	
  CODIPAS	
  
learning	
  algorithms,	
  jamming,	
  
eavesdropping,	
  data	
  injecKon,	
  
secure	
  distributed	
  rouKng,	
  
reliability,	
  	
  stealthy	
  acack,	
  etc	
  

Flow	
  control,	
  PoA	
  and	
  PoI,	
  
data	
  fusion,	
  patching	
  
problem,	
  pricing,	
  demand	
  
response,	
  market	
  
mechanism,	
  etc.	
  

Red:	
  Ongoing	
  Work	
  
Black:	
  Future	
  Work	
  



Cross-­‐Layer	
  Design	
  

Physical	
  Layer	
  

Control	
  Layer	
  

CommunicaKon	
  Layer	
  

Network	
  Layer	
  

Supervisory	
  Layer	
  

Management	
  Layer	
  

Cyber	
  

Physical	
  

Human	
  



Bronfenbrenner’s  
Ecological Framework Internet OSI Layering 

Examples	
  of	
  Hierarchical	
  Structures	
  	
  



Seven	
  Dynamically	
  InteracKng	
  Grids	
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•  Physical	
  Layer	
  
–  ProtecKon	
  against	
  vandalism,	
  environmental	
  change,	
  

expected	
  events.	
  
–  Reliability	
  
– Maintenance	
  

– Modeling	
  of	
  complex	
  systems	
  

Hanahan	
  and	
  Weinberg,	
  Cell,	
  2000	
  IllustraKon:	
  Michael	
  Sowa	
  



Control	
  Layer	
  	
  

•  Observer:	
  reliable	
  sensing	
  and	
  esKmaKon	
  

•  Actuator:	
  secure	
  informaKon	
  flow	
  

•  Security	
  monitoring:	
  intrusion	
  detecKon,	
  prevenKon	
  and	
  response.	
  

•  Resilient	
  control:	
  methodology	
  to	
  ensure	
  resilience,	
  including	
  
diagnosis,	
  fault-­‐tolerance,	
  adapKve	
  control,	
  reconfiguraKon,	
  etc.	
  



•  Data	
  communicaKon	
  layer:	
  jamming	
  and	
  eavesdropping,	
  etc.	
  

•  Network	
  layer:	
  secure	
  rouKng,	
  network	
  formaKon	
  and	
  
deployment,	
  etc.	
  	
  



•  Supervisory	
  level:	
  centralized	
  vs.	
  decentralized	
  decision	
  making,	
  
tradeoff	
  between	
  robustness	
  and	
  resilience.	
  

•  Management	
  level:	
  security	
  policy,	
  patch	
  management,	
  security	
  
investment	
  decisions,	
  vulnerability	
  disclosure,	
  etc.	
  

Decentralized	
  Control	
   Centralized	
  Control	
  

Price	
  of	
  Anarchy	
  (PoA)	
  	
  =	
  
System	
  Performance	
  using	
  Decentralized	
  Control	
  

System	
  Performance	
  using	
  Centralized	
  Control	
  

Price	
  of	
  InformaKon	
  (PoI)	
  =	
  	
   System	
  Performance	
  under	
  OL	
  informaKon	
  structure	
  

System	
  Performance	
  under	
  FB	
  informaKon	
  structure	
  

vs.	
  



IllustraKon	
  by	
  Examples	
  

1.  Robust	
  and	
  Resilient	
  Control	
  

2.  IDS/IPS	
  Modeling	
  in	
  Control	
  Systems	
  
3.  Secure	
  RouKng	
  in	
  the	
  Smart	
  Grid	
  

4.  Vulnerability	
  Discovery	
  and	
  Disclosure	
  
5.  Pricing	
  in	
  Power	
  Market	
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  Başar,	
  CDC	
  2011	
  



IDS/IPS	
  

l1	
   l2	
   lL	
  

p1	
   p2	
  

1	
  –	
  p2	
  1	
  –	
  p1	
  

pL	
  

1	
  -­‐	
  pL	
  

Packet	
  Loss	
  Rate	
  

Arrival	
  Rate	
   Service	
  Rate	
  

…	
  …	
  

Intrusion	
  DetecKon/PrevenKon	
  Systems	
  

•  1	
  -­‐	
  pi :	
  packet	
  drop	
  rate	
  

•  µi :	
  service	
  rate	
  

•  M/M/1	
  queue	
  	
  	
   Zhu	
  and	
  Başar,	
  CPS	
  Week	
  2011	
  



CommunicaKon/Network	
  Layer:	
  Secure	
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  2011	
  

•  Games-­‐in-­‐Games	
  Structure	
  

•  Distributed	
  Learning	
  in	
  Games	
  

•  Robustness	
  vs.	
  Resilience	
  
•  PoA	
  and	
  PoI	
  



Management	
  Layer:	
  SoZware	
  Vulnerability	
  in	
  Control	
  Systems	
  

Quanyan	
  Zhu	
  et	
  al.	
  ,	
  CPSWeek	
  2011	
  Workshop.	
  

Flow	
  Diagram	
  of	
  SoZware	
  Vulnerability	
  

Input-­‐Output	
  System	
  Model	
  



Management	
  Layer:	
  Dynamic	
  Pricing	
  Problems	
  in	
  SG	
  

Power	
  Market	
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•  Large	
  populaKon	
  games	
  

•  Risk-­‐sensiKvity	
  

•  Incomplete	
  informaKon	
  
•  MulK-­‐resoluKon	
  framework	
  



Conclusion	
  (1)	
  

•  Modular	
  and	
  Cross-­‐Layer	
  Design	
  
– Physical/Control	
  layer:	
  H-­‐infinity	
  robust	
  
control,	
  adapKve	
  control,	
  fault-­‐tolerant	
  
control,	
  etc.	
  

– CommunicaKons	
  layer:	
  IDS/IPS	
  
configuraKon	
  and	
  defense	
  mechanism,	
  
CODIPAS	
  learning	
  algorithms,	
  jamming,	
  
eavesdropping,	
  data	
  injecKon,	
  etc.	
  

– Network	
  layer:	
  secure	
  distributed	
  
rouKng,	
  reliability,	
  	
  stealthy	
  acack,	
  etc.	
  

–  Supervisory	
  layer:	
  flow	
  control,	
  PoA	
  and	
  
PoI,	
  data	
  fusion,	
  etc.	
  

– Management	
  layer:	
  patching	
  problem,	
  
pricing,	
  etc.	
  



Conclusion	
  (2)	
  
•  Layered	
  control	
  architecture	
  facilitates	
  the	
  security	
  

problem	
  idenKficaKon	
  at	
  each	
  layer	
  of	
  cyber-­‐physical	
  
systems	
  and	
  modular	
  analysis	
  and	
  design	
  for	
  the	
  
complex	
  systems.	
  

•  Game	
  theory	
  is	
  a	
  useful	
  tool	
  to	
  quanKfy	
  robustness	
  
and	
  resilience.	
  

•  Game	
  theory	
  enables	
  cross-­‐layer	
  design	
  and	
  analysis	
  
for	
  security	
  issues	
  in	
  cyber-­‐physical	
  systems.	
  

Future	
  DirecKons:	
  

•  The	
  tools	
  can	
  be	
  generalized	
  to	
  study	
  a	
  broader	
  class	
  
of	
  problems	
  in	
  transportaKon	
  systems.	
  

•  Towards	
  online	
  learning	
  or	
  computaKon	
  at	
  each	
  
layer.	
  

•  The	
  framework	
  can	
  be	
  applied	
  to	
  study	
  mulK-­‐agent	
  
systems.	
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